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 Police and Criminal Evidence act 1984 

 Criminal Justice and Public Order Act 1994 

 Police (Conduct) Regulations 2014 

Other legislation which you must check this document against (required by law) 

Act (title and year) 

Human Rights Act 1998 (in particular A.14 – Prohibition of discrimination) 

Equality Act 2010 

Crime and Disorder Act 1998 

Health and Safety at Work etc. Act 1974 and associated Regulations 

General Data Protection Regulation (GDPR) and Data Protection Act 2018 

Freedom Of Information Act 2000 

The Civil Contingencies Act 2004 

Other documentation which you must check this document against 

Document 

College of Policing – Code of Ethics 

Norfolk and Suffolk Constabularies’ Standards of Professional Behaviour 

College of Policing – Authorised Professional Practice 

Other Related Documents 

• Audible Only Scare Alarms Joint Standard Operating Procedure 

• Monitored Security Systems Joint Standard Operating Procedure 

• Temporary Police Alarms Joint Standard Operating Procedure 

• Community Alarms Joint Standard Operating Procedure 

• National NPCC Security Systems Policy 
 

 
 
 
 
 

 

 

 

 

 

 

 

1. Summary of changes 

 This is a review of a Norfolk policy being made into a new joint policy. 
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2. Introduction 

 Security Systems are one of the many essential tools in the fight against 
crime, in particular burglary, theft and robbery. Academic research shows 
that properties fitted with intruder alarms are less likely to be targeted by 
criminals (ref.: National NPCC Security Systems Policy). 

 The rapid development of new technology in the field of electronic security 
has provided many options to the end user, however not all systems require 
police intervention or attendance.   

 Norfolk and Suffolk Constabularies will provide a high priority response 
service to confirmed incidents reported from Type A Police Linked Alarms, 
indicating that a crime is in progress and/or that suspicious activity by an 
unknown individual(s) is being observed at the location, and which closely 
corresponds to the approximate time of an alarm activation. 

 This policy covers Security Systems incorporating Temporary Police Alarm 
provision, Closed Circuit Television Camera System (CCTV), Vehicle and 
People Tracking Systems. 

 Norfolk and Suffolk Constabularies follow the National Police Chiefs 
Council (NPCC) ‘Guidelines and Policy for Security Systems’ which gives 
details of police responses to security alarms, as well as the requirements 
for the private security industry involved in providing the installation, 
maintenance and monitoring of such systems. 

 The NPCC policy maintains a consistent police approach to security 
products because: 

a) It ensures a regular consultation process with insurers, the security 
industry, and their inspectorate bodies. 

b) The policy remains subject to review whilst managing security initiatives 
and new product developments. 

c) It ensures that the requirements of the relevant legislation are adhered to 
by police officers and police staff. 

 The NPCC policy highlights a variety of product types ranging from: 

• Intruder Alarms 

• Hold-Up Alarms / Personal Attack Buttons / Duress codes 

• CCTV Systems 

• Social, medical or welfare alarms protecting vulnerable individuals 

• People tracking for ‘lone workers’ safety, which use Global 
Positioning Systems (GPS) 

• Vehicle tracking and when attached, their associated cargo, using 
Asset tracking devices connected to the cellular network via GPS 
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 IT computer-based security systems are also being used to protect remote 
or large sites which utilise Internet Protocols (IP), enabling in-house and 
external alarm signal monitoring. They include CCTV images and fire 
detection. Some secure IP alarm transmission paths may not meet all 
agreed industry requirements, and as a result, a key holder, static guard, or 
private security personnel normally act as first response to any incidents at 
the monitored location. These are known as Type B alarms (non-police 
linked). An example of a TYPE B system is an alarm that may have been 
installed by a home owner that does not conform to industry standards as 
per National NPCC Security Systems Policy. 

 Installation and monitoring companies that are not registered with their 
home force will be regarded as NON-COMPLIANT. URNs will not be issued 
for security systems which operate outside procedures identified in the 
National NPCC Security Systems Policy. Please see below extract from the 
National NPCC Security Systems Policy):   

‘There is no guarantee of police response to Type B systems. The 
processing time for Type B systems will be significantly slower than 
that for Type A systems. The police response, if provided, will depend 
on the quality of the evidence received. Type B systems will require 
evidence from a person at the scene that a criminal offence is in 
progress which indicates that a police response is required. This will 
require the presence of a person(s) such as a member of public, owner 
or agent at, or in close proximity to, the location of the incident. The 
addition of electronic means or non-compliant systems to provide 
confirmation will not promote such systems to Type A to achieve police 
response. Type B monitored system calls should be passed to the 
police directly from a person at the location of the incident by dialling 
101 or 999 as appropriate, not through a third party or compliant/non-
compliant monitoring centre’. 

3. Exemptions 

 The Constabularies have within their operational borders highly sensitive 
alarm protected locations which will all remain exempt from the NPCC 
Security Systems policy: 

• Those which could compromise national, or regional security. 

• Those which have been identified as a potential target of terrorism. 

• Sites identified as that of key national or economic significance. 

4. Aims 

 Norfolk and Suffolk Constabularies have adopted the NPCC national aims 
and seek to ensure that ‘The value of security systems’ is developed by: 

• Deterring criminality using preventative means. 
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• Presenting detection opportunities with the possibility of arresting 
those persons engaged in criminal actions and the reduction in the 
distraction caused by false alarm calls. 

5. Statement of Policy 

 This policy has been formally agreed via the approved policy 
development/review process. It will be maintained by the CCRs in 
conjunction with the Central Policy Unit.  

 The policy is intended to promote equality, eliminate unlawful discrimination 
and actively promote good relations regardless of age, disability, gender 
reassignment, marriage or civil partnership, pregnancy and maternity, race, 
religion or belief, sex, sexual orientation, economic or family status. 
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6. Flowchart 1: Security Systems Administration Processes for 
Type A and Temporary Alarms (Norfolk) 

System Administrator dates, 
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of each Norfolk application

Security Systems 

Office open 

0800hrs – 1530hrs 

Monday - Friday OIC National 

Monitoring online 

order

NPCC Policy 

compliant?

Application 

rejected
No

END

Cost recovery fee 

enclosed. Await payment 

before proceeding

Once payment received, 

database entry made and 

Unique Reference Number 

(URN)  issued

Confirmation of payment 

received email sent

Installer acknowledgment 

letter generated

Owner/Occupier 

acknowledgement letter 

generated

Scanned copy to be 

retained on STORM and 

subject to future auditing

OIC to access 

www.monitoring.pnn.police.uk

OIC National Monitoring login 

via personal email address and 

password

See National Monitoring 

Screen and  Request  icon

Temporary alarm protection

Complete online application 

questions, authorisation and 

submit to authorising officer

National Monitoring will 

acknowledge a completed 

order and installation by return 

email and assign NC URN

CCR Actions

Email from National 

Monitoring

OIC amend object 

marker to state 

 temporary alarm 

now installed 

CCR Systems create 

URN on STORM 

alarms database

Yes

END

Temporary Alarm

Permanent Alarm

Alarm installation notice received. 

(NPCC  Appendix F  and 

 Appendix G  submitted by 

installer)

Database reference and 

map reference checked

OIC create object marker stating: 

 National Monitoring Temporary 

alarm being installed and deploy to 

any alarm activations 

Authorising Officer to submit to 

National Monitoring

 

 



Security Marking: OFFICIAL 

 

Security Marking: OFFICIAL Version: 1.1 

Page 8 of 26 

7. Flowchart 2: Security Systems Administration Processes for 
Type A and Temporary Alarms (Suffolk) 

COMPLETED NPCC APPENDICES F & G 
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8. Roles and Responsibilities 

Role Title Responsibilities 

CCR Security 
Systems Support 
Coordinator  

Responsible for the police administration of notifiable 
electronic security system(s) installed to protect either 
people, buildings or tracking systems, all located and 
actively operating within the counties of Norfolk and 
Suffolk respectively. 

Receives and replies to any written correspondence 
relating to police policy and response towards electronic  
security systems and devices.  
 
Receives and answers any alarm queries, received by 
post, email or telephone. 

Determines whether an alarm meets the criteria or 
industry standard, enabling a correct Police graded 
response for service due to activations generated by 
recognised security equipment only. 

Acts as a liaison with other regional police response areas 
and adopts a corporate approach with both internal and 
external stake-holders, agencies and members of the 
public, whilst offering impartial guidance on risk, sourcing, 
approval of purchases, installation, maintenance, 
monitoring and the routine operation of security alarm 
systems. 

On behalf of the Chief Constable, operates National 
NPCC Security Systems Policy which has been adopted 
and authorises the issue of police unique reference 
numbers (URNs) to  relevant users of electronic security 
systems which meet agreed criteria and offers a graded 
police response service. 
 
Norfolk Constabulary only – Manages Norfolk 
Constabulary’s Wymondham Control Room based Gemini 
monitoring and alarm signal receiving system. 

Manages the Norfolk Police Key holder Registration  
Scheme. 
 

 

9. Definitions 

  Definitions are used to explain terms used within the policy 
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Term Definition 

Electronic 
Security Alarm 
System  
 

Intruder detection equipment protecting zoned areas 
comprising of window, door contacts and heat or 
movement detectors. These link to a power supply, control 
panel, external bell box sounder and strobe light and are 
capable of connection to an internal, or external remote 
signalling device for monitoring. If connected, the system 
is also capable of transmitting hold up or duress 
activations, such as the operation of a personal attack 
button. 
 

 CCTV Closed Circuit Television Camera System surveillance 
cameras incorporating either static, or pan tilt zoom lens 
linked to a power supply and internal recording system, 
which records images and where linked and transmits 
those images to a monitoring centre. 
 

NPCC 
 

National Police Chiefs’ Council 
 

Tracking Systems Linked via satellite global positioning systems, vehicle,  
asset and people tracking alarms are mobile, pre- 
programmed devices, connected via GSM network to  
an Alarm Receiving Centres via software capable of  
identifying and relaying map locations of both moving  
and stationary objects, to within an area of five square  
metres. 
 

Electronic 
Security  
Products 
 

Generally electronic security devices supplement existing 
physical security. They protect buildings and people within 
their homes, or at their place of work. Increasingly they 
also protect vehicles and vulnerable people, such as lone 
workers, reflecting changes in the mobility of individuals 
using cellular alarm signalling connected to tracking 
system provider* 
* A site risk assessment is required by some major  
insurance companies before owner occupiers purchase 
electronic security products as without it, full claims cover 
or a low premium adjustment does not always follow such 
an investment, nor guarantee a police response. 
 

Gemini (Norfolk 
only) 
 

Norfolk Constabulary owns Gemini software, which acts 
as the in-house Alarm Receiving and Monitoring Centre. 
The principal aim is to deter, detect, deny and disrupt 
attacks on police personnel and buildings. 
 

THRIVE 
 

THRIVE (Threat, Harm, Risk, Investigation, Vulnerability, 
Engagement) assessment was introduced to enhance and 
improve how we deal with calls for service and not to 
introduce wholesale change into how we work. 
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Term Definition 

It provides a more effective management of risk through 
targeted deployment Utilising the National Decision-
Making Model & THRIVE together enables problem 
solving at the earliest opportunity, by ensuring right 
resource, at the right time, to the right incident. 
 

HUA 
 

A Hold Up Alarm is a deliberately operated device 
operated to summon urgent police assistance when a 
person is threatened or is in fear of immediate personal 
violence or criminal act. If the device is portable it will not 
require any additional information concerning its location, 
other than the address of the premises. 
 

PAB Panic Alarm Button 

TYPE A 
 

Police Linked Alarms, which can only be provided by 
compliant companies. These alarms receive immediate 
police response (Blue Light). 
 

TYPE B 
 

Non-Police Linked Alarms. They are not compliant with the 
National Alarms Policy and therefore they do not receive 
immediate police response and should be THRIVE  
assessed on each occasion. 
 

URN 
 

Unique Reference Number, used to TYPE A alarm 
 

NCRS 
 

National Crime Recording Standards in England and 
Wales 

NM 
 

National Monitoring 
 

TSU 
 

Technical Support Unit 
 

NPPV 
 

Non-Police Personnel Vetting 
 

MASH 
 

Multi-Agency Safeguarding Hub 
 

OIC Officer in Charge  
 

CPC County Policing Command 
 

CCR Communication and Control Room 

CSIM 
 

Crime, Safeguarding & Incident Management 
 

STORM System for Tasking and Operational Resource 
Management – Command and Control System 

CAD Computer Aided Dispatch 
 

RVRC 
 

Remote Video Receiving Centre which are inspectorate 
approved to meet local police and NPCC national policy 
requirements 
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Term Definition 

 

SOC 
 

Vehicle tracking System Operating Centres, which are 
inspectorate approved to meet local police and NPCC 
National Policy requirements 
 

Keyholder 
Scheme 
 

Norfolk Constabulary’s Keyholder Scheme includes a call-
out database which records individual names and contact 
telephone numbers of persons responsible for locations 
that are members of the scheme. This also allows for the 
key-safe and gate codes to be stored within the scheme.  
 
The database is maintained in-house, on a non-profit 
subscription fee basis, and audited regularly by Norfolk 
Constabulary’s CCR Security Systems Team. The 
database is operated under Data Protection and General 
Data Protection Regulation 2018 guidelines. Further 
details of Norfolk Constabulary Keyholder Scheme can be 
found at https://www.norfolk.police.uk/advice/key-holder-
register 
 

Suffolk SafeKey The company to which Suffolk Constabulary outsources 
its keyholder database (see below) 

Object Markers  
 

An object marker is a single ratified piece of information 
linked to a location (address) on STORM. Should an 
operator have cause to use and validate that location, the 
object marker will automatically present in the front screen 
and has to be acknowledged (logged or closed) before any 
further work can be completed on that CAD. 

 

10. Applying for Police Response  

 The application process for a Type A Police Linked Alarm and eligibility for 
a police response to an alarm activation are set out in flowchart 1. 

 If approved, applicants will be issued with a URN, which will need to be 
quoted when passing any intruder alarm activation details to the police. 

11. Intruder Alarms Protecting Lower Risk Locations 

Audible Bell Only – NPCC ‘Type B’ Systems (Non-police linked) 

• Type B Systems may not warrant police response. For full details see 
paragraph 2.9. 

• Type B Systems generally activate a bell box sounder or a strobe light 
when triggered, designed to scare off intruders. Many can now be pre-
programmed with an automatic dialling device informing the owner of its 
activation via landline call, voicemail or text message, but they must not 
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be programmed with a police emergency, or any other police telephone 
numbers.   

• No Police attendance is required in these instances, unless reports are 
received of a crime in progress, or suspicious activity is seen at, or near 
the scene of the alarm activation. The CAD incident must then be 
assessed and graded as per the Constabulary CCR Call Grading policy 
and THRIVE.(Norfolk CCR Call Grading / Suffolk CCR Call Grading). 

Contacting Key Holders – Norfolk Constabulary 

a) If the location is part of the Keyholder Scheme, Norfolk Constabulary 
Control Room Communications Officers access and utilise the information 
stored within the Keyholder Scheme to contact a keyholder in case of 
emergencies only. 

b) If the location is not part of the Keyholder Scheme, but is protected by 
police linked alarm (TYPE A Alarm), it is the responsibility of an Alarm 
Receiving Centre (ARC) to maintain the current keyholder call out list and 
contact the current holder(s). These details can be provided to the police 
on request. 

c) Norfolk Constabulary holds details of ‘site risk and hazards’ under the 
Keyholder Scheme. These are used for deployment purposes. 

Contacting Keyholders – Suffolk Constabulary  

a) Suffolk CCR uses Suffolk SafeKey (a third party database managed by 
Safekey) for all other incidences of when a keyholder is required at a 
premises. 

b) It is the responsibility of Suffolk Safekey, as an Alarm Installing and 
Maintaining Company and Alarm Receiving Centre, to ensure they hold 
current contact details for key holders who are able to attend the alarm 
location within 20 minutes of being contacted. These details can be 
provided to the police on request. 

12. Medium to High Risk Alarmed Locations Protected by NPCC ‘Type A’ 
(Police Linked) Monitored Systems  

 When activated, these systems generate signals through to a 24-hour ARC, 
which can be located anywhere within the United Kingdom, for: 

• Key holder attendance only 

• Private uniformed guarding company personnel attendance only 

• Both police and key holder attendance. These must carry an active 
Norfolk or Suffolk Unique Reference Number (URN) linked to this 
location only. 

 Inspectorate approved ARCs must follow alarm activation filtering 
procedures before passing any intruder activation directly to a Police 
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Control Room. Only approved ARCs can utilise a dedicated, ex-directory 
landline number to contact police control rooms, or via electronic alarm 
incident transfer (Project Echo). All ARCs will be notified with a ‘go-live’ date 
for this project by Norfolk and Suffolk Constabulary. 

 The ARC must quote an active Norfolk or Suffolk alarm URN. It is ARC’s 
responsibility to contact and request a nominated key holder(s) to attend 
and meet police officers at the scene (within 20 minutes). The nominated 
key holder must carry keys to unlock all parts of the premises in order to 
carry out a full internal check of the alarmed building with officer(s) present. 

Response level – Norfolk Constabulary 

 For Type A security systems there are 2 levels of police response: 

a) LEVEL 1 (Immediate) It should be noted that police response is 
ultimately determined by the nature of demand (THRIVE Assessment), 
priorities and resources which exist at the time a request for police 
response is received. 

b) LEVEL 3 (Withdrawn) No police attendance, keyholder response 
only. If the active URN activates an NPCC Level 3 (Response 
Withdrawn) sanction notice (please see below), the URN record will 
indicate that it is withdrawn. The ARC is informed that key holders only 
are required to attend and the CAD incident is closed with a Grade D, 
indicating no police attendance. Reinstatement of the URN is achieved 
once certain conditions are met, including a system upgrade, and/or 
90 days clear of false activations.  This process is managed by the 
Security Systems team. 

Response level - Suffolk Constabulary  

 For Type A security systems there are 2 levels of police response: 

a) Level 1 HUA receive initial grade A Immediate response and Intruder 
alarm and CCTV systems receive initial Grade B priority level. 

b) Level 3 If the active URN activates an NPCC Level 3 (Response 
Withdrawn) sanction notice (please see below), the URN record will 
indicate that it is withdrawn. The ARC is informed that key holders only 
are required to attend and the CAD incident is closed with a Grade D, 
indicating no police attendance. Reinstatement of the URN is achieved 
once certain conditions are met, including a system upgrade, and/or 90 
days clear of false activations.  This process is managed by the Security 
Systems team. 

13. Hold-Up / Personal Attack / Coded Duress Signalling Alarms/ Panic 
Alarm - Guidance Notes  

 This covers NPCC ‘Type A’ monitored HUA, personal attack activations 
(PAB) using a fixed twin-push panic button, coded duress signals and hand-
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held portable radio-based Panic Alarm (PAB) devices. All these systems 
are known as ‘Silent Alarms’, and are not normally linked to any form of 
audio sounder.  

 Activations of PABs can only be passed to the CCR by approved ARCs. 

 HUAs issued with a URN will receive immediate response until 2 false calls 
have been received in a rolling 12 month period. 

 Following one false call in a rolling 12-month period. the customer and 
alarm maintaining company will be advised, in writing, with a copy being 
forwarded to the maintaining alarm company informing them of the situation 
and recommending urgent remedial action. 

 Following two false calls in a rolling 12-month period, ‘response withdrawn’ 
will apply and police response will be withdrawn, not less than 14 days from 
the date of the withdrawal letter. The customer will be advised in writing 
with a copy to the maintaining company, who will be required to instruct the 
ARC not to pass alarm activations to the police. Notification of withdrawal 
may also be sent to the ARC. The company can apply for reinstatement 
using the form available from the NPCC SSP website (appendix F, annex 
A). 

14. Intruder alarm systems - Guidance Notes  

 Intruder alarms detect attempted intrusion, or unauthorised entry into a 
building, room, site or secure installation and trigger a response. Well-fitted 
and maintained intruder alarms can make organisations and individuals 
less likely to become victims of burglary, vandalism and other forms of 
attack. A basic system might be expected to comprise of an outside siren 
or bell and strobe light, a key operated or digital control panel and a number 
of passive intra-red movement detectors, placed in vulnerable areas. 
Sensors on windows and doors may also be included. 

 Activations of intruder alarms can only be passed to the CCR by approved 
ARCs. 

 Intruder alarms issued with a URN will receive immediate response until 3 
false calls have been received in a rolling 12 month period. 

 Following two false calls in a rolling 12-month period, the customer and 
alarm maintaining company will be advised, in writing, with a copy being 
forwarded to the maintaining alarm company informing them of the situation 
and recommending urgent remedial action. 

 Following three false calls in a rolling 12-month period, ‘response 
withdrawn’ will apply and police response will be withdrawn, not less than 
14 days from the date of the withdrawal letter. The customer will be advised 
in writing with a copy to the maintaining company, who will be required to 
instruct the ARC not to pass alarm activations to the police. Notification of 
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withdrawal may also be sent to the ARC. The company can apply for 
reinstatement using the form available from the NPCC SSP website 
(appendix F, annex A). 

 Informants reporting incidents of alarm bell sounders generating a noise 
nuisance should be referred to Environmental Health Officers working for 
the local authority responsible for the identified area location.  At the same 
time, Control Room communications officers will create a CAD Grade D 
entry log for the affected location detailing police action taken (see Grading 
Policy in 10.1). Unless the informant provides information of suspicious 
activity or evidence of a crime happening or happened, then THRIVE would 
be used to ascertain police attendance. 

15. Officers Attending Premises Protected by an Alarm System 

 Under no circumstances are police officers allowed to tamper/reset/turn off 
the alarm at the location. This is a responsibility of the 
owner/maintainer/occupier/building manager (this list is not exhaustive). 

 When officers encounter fire alarm activations they are not to tamper, or 
silence the alarm, but are to contact the person responsible for the alarmed 
premises (manager, keyholder if known, occupier, or an engineer. This list 
is not exhaustive). The engineer call-out should be the last option, as it is 
the responsibility of the house owner/occupier/building manager to manage 
their alarm systems. Should the fire, or smoke be discovered, officers are 
to call the fire service 

 Officers responding to a security alarm call should endeavour to establish 
whether the premises have been unlawfully entered and that a nominated 
key holder has been called by either the alarm monitoring centre, or via 
Control Room Communications Officer’s accessing the key holder call-out 
database, if the premises are part of the Keyholder Scheme. Officers should 
bear in mind: 

• That the persons responsible may be listening into police 
communications. 

• That an accomplice may be located in the vicinity, perhaps acting 
as a ‘look-out’ watching for the blue lights of approaching police 
vehicles. 

• Accomplices may also be in mobile phone communication with 
intruders. 

• That vehicles used by intruders may still be parked near the scene 
or be in the process of being driven away, perhaps towards 
officers approaching the location. 

• The possibility of confronting armed intruders. 
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• That entry may have been gained by duplicate key or through 
adjoining buildings or maybe from other normally inaccessible 
points such as a roof. 

• That offenders may have insider knowledge of the alarmed 
premises and be ‘standing off’ waiting to renew their attack after 
officers have departed. 

• That alternative escape routes may exist, either on foot or by non-
vehicular means, such as cycle paths. 

• That, in the case of a monitored security system, the telephone 
lines may have been cut either inside or outside the building 
(identified by BT as a ‘landline no response’ or a permanent line 
break condition). 

 Officers should exercise extreme caution if it is necessary to enter 
properties, especially commercial premises, which can contain hazardous 
equipment or substances. Where the premises have been unlawfully 
entered, officers will inform the Control Room immediately and request 
assistance at the scene. 

 Whenever possible, delay entering the premises until an authorised key 
holder has arrived on scene. 

 In cases where criminal damage has been sustained, ensure the key holder 
is responsible for contacting an appropriate repair service. Any crime needs 
to be recorded as part of NCRS and the person responsible must be 
provided with the crime number. 

 If property owner/keyholder is unable to arrange their own repair service, or 
no key holder attends, Control Room will contact the currently contracted 
boarding up company and arrange to secure the premises promptly. Local 
repair contractors will be assigned by the boarding up company upon the 
Control Room’s request and they are also responsible for recovering their 
costs from the owner/occupier/tenant/insurance company/estate. 

 Where there is no indication of unlawful entry, officers should consider 
leaving the scene in the following circumstances: 

• If the nominated key holder refuses to attend. 

• If the nominated key holder does not arrive within a period of 20 
minutes after being notified of their requirement to attend. 

• If the Control Room are in receipt of other urgent incidents requiring 
the officers prompt attendance.  Following an external check of the 
premises, they must appear secure before leaving the scene. 
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16. Sensitive Alarmed Locations – Policy Exempt 

 Sensitive alarm protected locations which remain exempt from the NPCC 
Security Systems policy include: 

• Sites that incorporate high security systems protecting all permanently 
alarmed Norfolk and Suffolk locations as identified by Counter Terrorism 
Policing, and which hold permanent contingency plans, or special 
operational response plans; 

• Sites which include temporary deployed alarm systems protecting 
targeted individuals, and/or, their residential properties, or commercial 
business premises; 

• Constabulary owned, or leased buildings and estates, including station 
armouries, witness care suites, high risk non-police and covert sites; and  

• Buildings and estates identified as operating under a joint partnership, 
police approved arrangement with the Constabularies. 

 Any sites with temporary alarms must be reviewed internally by OIC in order 
to ensure they do not warrant response that is no longer required. 

Response to Sensitive Site Alarm Activations 

 Grade A – An immediate police response is required and maintained at all 
times, as per the Control Room location address markers provided. 

 Where there is no indication of unlawful entry, and a nominated key holder 
has arrived, officers may consider leaving the scene, and resume after a 
CCR stand down request has been authorised by either the CCR 
Supervisory personnel, or the duty CCR Duty Inspector. 

17. Police Temporary Alarms 

 The aim of temporary alarms being installed is to provide a short-term cost-
effective reliable service using enhanced remote signalling alarm systems 
to protect locations where a continuous police presence cannot be 
maintained. 24-hour monitoring offers an increased ability to detect and 
detain offenders. 

 In cases where more sensitive covert visual, audio, or tracking equipment 
is required, contact should initially be made with Norfolk and Suffolk 
Constabularies’ Joint Technical Support Unit (TSU) Officers. 

 Temporary alarms are supplied and operated in Norfolk Constabulary by 
the National Monitoring (NM) Scheme and in Suffolk Constabulary by the 
Suffolk TSU system and can be used for:  

• 24-hour alarm protection for targeted premises or properties at 
increased risk, and occasionally actual crime scenes; 

• Protecting repeat victims and witnesses; 
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• Support and reassurance for victims of domestic abuse. 

 NM/Suffolk TSU equipment via a monitored intruder detection system is 
supplied with personal attack devices; and/or a smoke detector where an 
arson threat is made, and specifically requested. When connected to a 
mains power supply, it then enables activations to be transmitted via a 
cellular network communicator or via a landline, where available. 

 Temporary alarms should not be installed at properties without a constant 
direct power supply. In the case of pre-payment card meters, the electricity 
supply must be switched on and maintained to the plug socket for the 
duration of the alarm’s deployment. The Suffolk TSU system can work from 
a battery power source. 

 CCR to check if the premises are already protected by an alarm system and 
that activations are being monitored.  Note and inform via an address object 
marker, any specific intelligence that might identify or compromise an 
existing alarm, or the new location of a NM/TSU monitored system. 

 The use of Global Systems Mobile (GSM) cellular network is the preferred 
option for temporary alarm equipment. NM/TSU will provide equipment with 
this facility and the alarm depends upon cellular signal strength, which is 
tested by the engineer upon commissioning the system. The requirement 
for equipment to use a landline-based alarm signal connection is still 
available, although rarely used. 

 The installation and removal of the NM/TSU loaned equipment will be made 
by pre-arranged appointment with the owner/occupier.  OIC to ensure that 
time is allowed after commissioning for the engineer to properly instruct the 
user. 

 NM engineers are subject to full police vetting procedures and will carry 
photo ID cards at all times. Vetting to Non-Police Personnel Vetting (NPPV) 
Level 3 is carried out by Warwickshire Police, on behalf of all Police Forces. 
NM engineers will arrive by pre-arranged appointment at the location and 
where possible, will always use an unmarked vehicle. Suffolk TSU staff are 
direct employees of Suffolk Constabulary and, as such, have been subject 
to full police vetting procedures. 

Temporary Alarm Installations – Norfolk Constabulary 

 All temporary alarm installations must be authorised by an officer of at 
least Inspector rank before being requested via the NM website (National 
Monitoring). 

 A personal attack alarm should only be considered in situations where it 
is the only practical means of obtaining rapid police intervention and 
protection of the potential victim: 

• There is a real threat to life or property – High Risk. 
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• There is no access to a telephone, and issuing a mobile cellular 
phone is not appropriate. 

• The property is insecure and cannot be readily secured (followed 
up with contact to the private landlord/council/housing association 
and the alarm removed at the earliest appropriate opportunity). 

 An alarm must not be installed as comfort, or for reassurance purposes 
only. 

 There should be a key holder readily available at all times. Nominated key 
holders should be made aware that there may be occasions when they are 
contacted by NM without reference to the police, if the system is 
malfunctioning. Prompt remedial action may be urgently required by the NM 
alarm engineer revisiting the site. 

Temporary Alarm Installations – Suffolk Constabulary (see Flowchart 2) 

 Any member of staff or officer can request an alarm installation. It is 
strongly advised that a discussion with the TSU manager or supervisor is   
held in the first instance to obtain verbal authority. 

 The formal application is then created on Charter and authorisation given 
by the TSU manager/supervisor. 

 All appointments for installation are made within one working day of the 
authorised request, unless urgent and then an immediate response is 
provided 24/7.  

 TSU notify CCR Security Systems Officer of the installation and an URN 
is created. 

 Caution must be taken when inputting information about the 
circumstances around alarm installation and case background onto the NM 
internet portal. Information should be entered carefully in line with Data 
Protection Act and General Data Protection Regulation 2018, taking into 
consideration that all details can be viewed by NM employees.  

Temporary Alarm Review – Norfolk Constabulary 

 The default period for alarm installation is 30 days and police personnel 
must explain to victims that they will be contacted after 30 days to arrange 
removal of the alarm. 

 Reviews will be sent by NM via automated email. They must be carried 
out in a timely fashion and any overdue reviews will be escalated to the 
OIC’s line managers. 

 If there are exceptional reasons for maintaining the alarm beyond the 
initial 30-day period, police personnel must record a rationale on the NM 
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system using the National Decision Model, and submit this to a nominated 
supervisor of Sergeant rank for authorisation. 

 On review, if the OIC decides it is acceptable to remove the alarm (this 
will be in the majority of cases) they must record their rationale on the NM 
system and then submit to a nominated supervisor of Sergeant rank for 
authorisation to remove. 

 Installation and removal rationale should be copied and pasted into any 
relevant associated Athena records. 

Temporary Alarm Review– Suffolk Constabulary 

 Reviews will start three months after installation and will be followed up 
each month. This review is done by e-mail between the TSU/MASH 
manager/supervisor and the OIC. A decision to retain or remove the alarm 
is made based on the risk level at that time and may include recent alarm 
use, upcoming court dates and other elements which could indicate an 
ongoing risk. This information is retained on the VL alarm record. 

Temporary Alarm Costs – Norfolk Constabulary 

 The Head of Norfolk Safeguarding and Investigations Command holds the 
annual spend and budget control for temporary alarms.  

 Monthly NM invoices will be settled by a nominated person in charge in 
Norfolk Safeguarding Unit. The additional costs of any CPC intelligence 
lead alarm deployment will individually be itemised within this budget 

 NM owns the equipment supplied. If alarm deployment is deemed 
necessary for a longer period, the OIC should seek further advice from a 
Crime Prevention Officer on the possibility of locally sourcing a permanent 
monitored alarm solution. 

 Should the NM loaned equipment be destroyed, damaged or stolen, or if 
the Constabulary fails to properly ensure its recovery, NM may invoice the 
MASH for the loss or costs incurred relating to their equipment supplied, 
and enabling the urgent procurement of its replacement. 

Temporary Alarm Costs – Suffolk Constabulary 

 All associated costs are met by the TSU budget. 

Object Markers - Norfolk Constabulary  

 The OIC should ensure that an Object Marker entry is made on the 
location database for deployment use, using current process. Using ‘CCR 
useful forms’ link will ensure that the wording includes ‘NM temporary alarm 
being installed and deploy to any activation’. The OIC may also submit 
amendments or remove text should future circumstances relating to the 
injured party or alarmed location change. In the likelihood of a possible 
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firearms incident; where found necessary, a local based ‘Firearms Officer’ 
should be consulted on the nature of the alarmed location and an 
appropriate response plan. 

Object Markers - Suffolk Constabulary 

 Object Markers are not created for temporary alarms. Temporary alarm 
records are cross-referenced with existing Object Markers, and the Object 
Marker’s ‘weed date’ is placed on hold until the temporary alarm is 
removed, to avoid premature deletion of information. 

18. Other Monitored Alarm Systems (Social/Welfare/Medical/Community 
Alarms) 

 Community based alarms are provided and monitored 24/7, either directly 
by housing associations or local authorities during the day. In most cases, 
overnight and weekend monitoring is outsourced to national commercial 
contact care communication centres or specialist welfare alarm receiving 
centres (‘monitoring centres’). Their purpose is to protect vulnerable 
persons. 

 Each contact care communication centre is recognised separately by the 
Constabularies, and their details retained on Control Room lists.    

 Each monitoring centre has been issued with an active identification URN, 
which must be quoted to Control Room communications officers who, in 
turn, may then identify which monitoring centre is actually monitoring and 
handling the incident. 

 No active Norfolk or Suffolk URN is necessary for the specific alarmed 
location, but an incident address validation is required. 

 Any graded police response remains dependent on the quality of 
information provided by the monitoring centre personnel who, via an audio 
sound system are able to listen in and gauge the nature of the alarm 
incident. They should only pass those activations where police attendance 
is deemed necessary and should advise whether a mobile warden, key 
holder or any other emergency service has been requested to also attend 
the scene. 

 These plug-in welfare style alarm systems do not meet all agreed security 
industry standards, but offer a simple low-cost remote signal, providing 
security alarm protection in its basic form. These are classed as Type B 
alarms. 

 Control Room Action: Create a CAD checking for any previous related calls 
made against the residential location and assign an appropriate response, 
e.g. Grade A for a Bogus Caller alert, or if a medical emergency is 
escalated, a forced entry may be required and made by either a police or 
fire officer. 
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19. CCTV Systems 

 Compliant (SSAIB or NSI Inspectorate Approved) RVRCs monitor CCTV 
systems which are maintained to agreed NPCC Policy standards and are 
issued with an active Norfolk or Suffolk URN for the monitored site. 

 Fixed site CCTV systems utilise 24-hour surveillance cameras with in-
house local image recordings or with images transmitted via remote 
signalling to a specifically identified RVRC. 

 Temporary site CCTV systems operate in the same manner, often 
installed at new construction sites until the development is completed or 
other similar intelligence driven targeted locations. 

 The RVRC is required to confirm the camera’s exact Norfolk or Suffolk 
location and be prepared to remain online, updating Control Room 
communication officers with the nature of the incident requiring a graded 
police response and description of offenders.  RVRCs are required to 
confirm that crime related images, stored on whatever recording medium, 
will later be made available to attending police officers. 

 Control Room and CPC Action: Urgent response where appropriate to the 
circumstances (using THRIVE). 

20. Vehicle Tracking and After-Theft Asset Tracking Systems with Vehicle 
Immobilisation 

 Vehicle tracking SOCs are inspectorate approved to meet local police and 
NPCC national policy requirements. 

 They engage in the 24-hour monitoring of vehicle alarm activations 
generated through remote GSM signalling and are assisted by utilising GPS 
mapping and location identification. 

 Included are armoured bullion or ‘Cash-in-Transit’ vehicles fitted with their 
coded HUA or PAB, and prisoner escort vehicles. 

 Private or commercial vehicles must first have been reported as stolen 
before tracking or shut down can be implemented.  This may include vehicle 
goods trailers, freight cargo shipping containers, plant and machinery, 
motor homes and mobile caravans fitted with asset tracking devices. 

 Approved SOCs will be issued with a nationally recognised police URN. 

 The SOC, having stated its name and telephone number upon contacting 
the CCR, will remain on line, supplying the Police Control room 
communications officers with exact details of the vehicle and its route 
direction, or static location. 

 Control Room and CPC Action: Grade A is the normal response assigned 
where appropriate to the prevailing circumstances (using THRIVE), 
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especially if vehicle immobilisation is requested and authorised through 
Police Control Room Supervisory personnel, or by a Control Room Duty 
Inspector. 

21. People Tracking Systems & Duress/Personal Attack Alarms (e.g. Lone 
Worker Alarms) 

 A National Security Inspectorate (NSI), or Security Systems and Alarms 
Inspection Board (SSAIB) inspectorate approved alarm centre engaged in 
tracking people must fully comply with NPCC policy requirements.   

 People tracking systems are usually required by employers for lone worker 
personnel, who are provided with a with portable monitored alarm which 
generates GPS tracking alarm signal. Private care homes may utilise 
similar tracking equipment for protecting their vulnerable patients or those 
at risk of later becoming reported as a missing person. 

 People tracking centres conduct the 24-hour monitoring of personal 
employee welfare alarm activations, generated by remote GSM signalling, 
using GPS mapping location identification and voice communication via 
cellular mobile networks. 

 Lone Worker Duress or Personal Attack Alarms are issued by employers 
under Health and Safety at Work guidelines, in particular where the 
perceived threat level is thought to be higher. Examples include a lone 
worker’s individual and isolated normal place of work and/or mobile district 
nurses, social workers, estate agents, who, whilst unaccompanied, carry 
out visits to their clients at private premises. Norfolk Constabulary recently 
acquired number of devices to protect some of the employees exposed to 
direct risks whilst performing their duties.  

 Tracking centres which meet NPCC policy requirements are able to apply 
for a Norfolk or Suffolk URN to gain a police response for their lone worker 
systems. 

 The tracking centre will also state its name and telephone number when 
contacting CCR, remaining on line supplying the Control Room 
communications officers with exact details of the individual concerned and 
the nature of the audio confirmed duress tracking incident, together with 
details of either its client’s direction of travel or static Norfolk/Suffolk 
location. 

 Control Room and CPC Action: Grade A urgent response where supported 
by audio verification indicating high concern for a client’s welfare. The ARC 
recording medium is later to be made available for attending officers.  

22. Security of Police/High Risk/Sensitive Locations (Gemini) 

 Gemini monitoring predominantly covers Burglary/Intruder, Panic and Fire 
Alarms, with facility to accommodate tailored signalling, to suit the specific 
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needs of the location. The principal aim is to deter, detect, deny and disrupt 
attacks on police personnel whilst working within any police locations, as 
well Norfolk and Suffolk owned or leased buildings.  Gemini is also used to 
monitor high risk and sensitive sites.  

 The alarms linked to Gemini are tested by the personnel responsible 
(depending on department) and the CCR Security Systems Coordinator is 
responsible for monitoring and successful completion of these tests. Tests 
can be carried out from Monday to Friday from 08:00 – 15:30, excluding 
Bank Holidays. 

 An initial estates department risk assessment identifies the sites where, in 
addition to physical locks, electronic security devices are installed. 
Examples of sites that need additional protection and the protection that will 
be put in place include: 

• Perimeter and internal camera surveillance;  

• Vehicle access barrier control; 

• PAB and Panic Strips protecting Public Enquiry Offices, Interview 
Rooms, and Custody Suites; 

• Fire detection systems. 

• Intruder detection systems including armouries, PSE stores, and 
covert offices. 

 Signals generated from security devices will be monitored by Wymondham 
OCC Control Room. In fall back, they will be monitored by National 
Monitoring. All connected systems are subject to a programme of routine 
testing. 

23. Alarm Engineer Access to Police Premises 

 Alarm engineer access to police premises should always be made via an 
agreed, pre-arranged appointment time. 

 Upon arrival, any security system surveyor or maintenance engineer visiting 
Constabulary property for the purpose of installing or servicing such 
equipment must have their photo ID properly inspected upon arrival and 
where appropriate, be issued with a visitor’s pass and be accompanied 
whilst accessing any sensitive areas located within the police building. 

 Engineers on site will need to contact Control Room Security Systems on 
extension 4493 or 4494 (01953 424494/4493).  This action will result in 
‘Gemini’ connected alarm being placed into test mode between 08:00-15:30 
(excluding Bank Holidays) to avoid false activations and unnecessary 
deployments.   

 Upon departure, local personnel should confirm with the visiting engineer 
that the system has been returned to its ‘normal operating mode’ and that 
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any security pass issued is handed back in upon the engineer leaving the 
police building. 


