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Legal Basis 

Legislation/Law specific to the subject of this policy document 

Section Act (title and year) 

  

  

Other legislation/law which you must check this document against 
(required by law) 

Act (title and year) 

Human Rights Act 1998 (in particular A.14 – Prohibition of discrimination) 

Equality Act 2010 

Crime and Disorder Act 1998 

Health and Safety at Work etc. Act 1974 and associated Regulations 

General Data Protection Regulations (GDPR) and Data Protection Act 2018 

Freedom Of Information Act 2000 

The Civil Contingencies Act 2004 

Privacy and Electronic Communications Regulations 2003 

Regulation of Investigatory Powers Act (RIPA) 2000 

Copyright, Designs and Patents Act 1988 

Computer Misuse Act 1990 

Limitation Act 1980 

Official Secrets Act 1989 

Malicious Communications Act 1988 

Other Related Documents 

¶ Information Security Policy 

¶ Acceptable Use Policy 

¶ HMG GSC Guidance 

¶ The NPIRMT Governance Information Risk Return – (PSN-P) 

¶ The NPIRMT Security email between Police Forces and Local 
Authorites 

¶ The PSN Code of Connection – (PSN) 
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1. Purpose 

1.1 To ensure information: 

¶ Is protectively marked and secured correctly. 

¶ Is managed through application of appropriate security controls,  based 
on the security classification. 

2. Classifications 

2.1 All information assets must be marked in line with the Government Security 
Classification scheme (GSC). The term ‘information asset’ covers a wide 
meaning, including ICT Information Systems, Organisational files, operational 
orders, briefing sheets, plans, maps, photographs, tapes, discs and electronic 
data records and ICT Information Systems. Those with appropriate authorisation 
can access information assets as per the ‘need to know’ principle; however this 
does not essentially allow full access. 

2.2 In order to know how to adequately secure information and data, it is important 
that each department and Information Asset Owner has a process in place that 
classifies information it uses according to sensitivity levels. Classifications and 
associated protective measures should be based on the business need for 
sharing or restricting access to the information and the potential business impact 
associated with unauthorised access or damage to that information. 

2.3 Applying a security classification to a sensitive asset indicates to others the 
appropriate level of protection required to protect it against compromise. One of 
the three classifications that may be applied: 

¶ Where a classification has been considered but not applied there is no 
need to mark the document at all. 

¶ The markings (See Appendix A) align to the nationally agreed and 
understood GSC. Deciding if, or how, to mark an asset depends on the 
effect of compromising said information asset (See Appendix A – GSC 
Handling Documents within OFFICIAL) 

¶ It is important to note that there is no translation from the Government 
Protective Marking Scheme (GPMS) to the new Government Security 
Classification Scheme (GSC) i.e RESTRICTED does not map to 
OFFICIAL and CONFIDENTIAL does not map to OFFICIAL SENSITIVE.  
(SECRET and TOP SECRET remain the same). 

¶ The GSC will run alongside the GPMS due to legacy data.  Legacy data 
will continue to be treated under the same conditions while any new data 
created after August 2016 will fall under the GSC. 

¶ There is no requirement to reclassify legacy data until it is either 
reviewed in line with MOPI or is end of life.  Legacy data will continue to 
have the same security measure applied as per the GPMS. 
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3. Baseline Measures 

3.1 Baseline measures apply to all classified assets and are as follows: 

¶ Staff should treat unmarked electronic or physical information assets 
received by the Constabularies as OFFICIAL until the original receiver 
assesses and reclassifies; 

¶ Markings must be on the top and bottom of each page in BOLD BLOCK 
letters to ensure those handling assets are aware of the classification. 
Number each page; 

¶ The originator assigns the marking and it is not changeable without their 
authority; 

¶ It is the originators responsibility to mark electronic data accordingly; 

¶ When sending email containing OFFICIAL or OFFICIAL SENSITIVE 
data a naming convention must be used in the email subject field using 
the following format: 

Á - Subject – Classification 

Á Example  – Search Warrant for A Example  - OFFICIAL 
SENSITIVE 

¶ When sent to other organisations, assets must be protected as per the 
classification and from disclosure, at no time is that asset to be left 
unattended unless securely stored; 

¶ Assets received from other organisations must be protected as per their 
markings; 

¶ No ‘originators copy’ may be destroyed unless it lacks historical/research 
value; 

¶ Physical assets must be marked the same as electronic counterparts; 

¶ Classified assets must be produced/handled and reproduced only by 
those with authorised access to the information contained within it; 

¶ Take care and apply the ‘Need to Know’ principle in the preparation, 
processing and distribution of classified assets. Limit the copying of 
assets; 

¶ When performing large data transfers, refer to Appendix B; 

¶ The disposal of information must be undertaken in an appropriate 
manner commensurate with the classification of the information and in 
accordance with Appendix C of the GSC policy. 

3.2 For information on the appropriate controls to apply, refer to Appendix C – 
Classification Controls Reference Table. 
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4. Correct Marking 

4.1 Managers must ensure that staff correctly marks assets. Consider the following; 

¶ Originators should regularly review their assets classification for its 
appropriateness, re-grading or destruction; 

¶ Information aggregation in an asset may require a higher marking than 
its parts; 

¶ Classification does not cover sensitivities due to 
inefficiency/administrative errors. The content of an asset determines the 
classification. 

5. Freedom of Information Act/Classification/Disclosure 

5.1 FOIA transcends the GSC as parts on an information asset may be released 
under FOIA despite its marking (e.g. OFFICIAL) as GSC considers the whole 
asset and FOIA considers its components. A classification cannot prevent FOIA 
disclosure, nor can its absence automatically consent disclosure. 

5.2 A classified asset should prompt the need to review the asset pre-disclosure, 
preferably by its originator. Timing is relevant. An FOIA disclosure exempt asset 
may later become un-exempt (e.g. policing arrangements for a Royal visit etc.)  

5.3 Disclosure of information assets can oblige third parties to handle the asset as 
per the classification. The Constabularies should seek agreement that the 
correct handling of assets will occur and only by those authorised to access 
them. 

6. Working on Classified Assets at Home 

6.1 Any information removed from Force premises for the purpose of undertaking 
normal business activity must be returned to the Force premises or when 
information is stored off-site, the information must be stored as per the GSC 
handling guide and the Remote Access Policy. 

6.2 If a Commander/Departmental Head authorises staff to work on classified assets 
outside the police environment, appropriate local authorisation, endorsed that 
adequate security measures exist as per the classification, should be obtained. 

6.3 When working at home, only Constabulary supplied PC’s, Laptops and similar 
devices may be used to process Constabularies information assets, regardless 
of the classification.  

6.4 Classified paper documents MUST be returned to the Constabularies premises 
to ensure the appropriate destruction of the data. 

6.5 The authorised person is responsible for asset security and securing the asset. 
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7. Appendix A: Definitions for the GSC 

 

8. Appendix B: Data Transfers  

8.1 Both you and the Constabularies are responsible for ensuring data security. 
Data leaks can damage the Constabularies’ reputations or operational activities, 
cause financial repercussions and result in disciplinary/legal action against those 
found at fault. 

8.2 DO ensure you: 

¶ have read the following policies: 

¶ Government Security Classification Scheme 

¶ Information Security Policy 

¶ Electronic Information Security Policy 

¶ Email and Intranet Use  

¶ Acceptable Use Policy  

¶ Are only providing relevant and not excessive data; 

¶ Depersonalise the data, if possible; 

¶ Redact (e.g. using permanent marker or other tools to prevent view) or 
remove data as necessary; 

¶ Make a supervisor aware when you are transferring large amounts of 
data, if not for business as usual purpose; 

¶ Password and encrypt the data; 

¶ Use a different unique and non-obvious password each time, containing a 
minimum of nine characters, of an alphanumeric mix (e.g. Ab1C2d); 

¶ Supply the password separately from the data; 

¶ Use write once media rather than re-writable when possible; 
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¶ Use a secure courier, send special delivery which requires a signature on 
receipt and can be tracked when sending data; 

¶ Confirm delivery within a reasonable time (e.g. for 24hr delivery, no later 
than two days); 

¶ Inform the recipient if any additional rules apply to the data (e.g. not to 
share the data with anyone else); 

¶ Send physical media with a classification of; 

¶ OFFICIAL – Include return address, never mark classification on 
envelope, consider double envelope for sensitive assets, use Royal mail 
track and trace service; 

¶ SECRET - Local management approval required, actions recorded in 
document movement register, robust double cover, approved registered 
mail service commercial courier (track and trace) or Government Courier; 

¶ TOP SECRET – Senior Manager approval subject to risk assessment, 
special handling arrangements may need to be considered; 

¶ Log any data transfers; 

¶ Securely dispose of the data and media when no longer needed (please 
contact information security to ensure CPNI and NCSC guidelines are 
followed for the secure destruction of classified data); 

¶ Ensure that you hold data securely both by the sender and the recipient; 

¶ Maintain clear desk and store data securely at the end of your working 
day; 

¶ Report information security breaches to Information Security (Suffolk 3815 
Norfolk 2809); 

8.3 DO NOT: 

¶ Take the data home (unless authorised to do so), leave in unattended 
vehicles, or allow unauthorised individuals to view data; 

¶ Resend data in the event of a physical loss without further investigation; 

¶ Perform a data transfer to more individuals than necessary; 

¶ Use unauthorised media (e.g. personal USB stick); 

8.4 For large data transfers between organisations NCSC CPA Foundation products 
should be used for OFFICIAL data (Please contact information Security for more 
information). 
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9. Appendix C: Classification Controls Reference Table 
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 OFFICIAL SECRET TOP SECRET 

 ¶ ICT services developed by a 
Department or delivery partner must 
follow the risk management  
processes set out as laid out by 
NPIRMT and local processes as 
appropriate 

¶ End user devices will conform to the 
security principals defined in the End 
User Device (EUD) Strategy: 
Security Framework and Controls 
 

enabling functionality 

¶ Information exchange outside of 
The SECRET tier will be highly 

constrained and managed using 

shared accredited capability 

 

d. Removable    
Media (data 
bearing) 

¶ The use of removable media will be 
minimised, and other approved 
information exchange mechanisms 
should be used where available in 
preference 

¶ Any information moved to or 
transferred by removable media 
must be minimised to the extent 
required to support the business 
requirement 

¶ Consider appropriate encryption to 
protect the content, particularly 
where it is outside the organisation’s 
physical control 

¶ Content must be appropriately 
encrypted unless (by exception) 
there exists appropriate full life 
physical protection 

¶ Content must be 
appropriately encrypted 
unless (by exception) 
there exists appropriate 
full life physical protection  

Telephony (mobile ¶ Details of sensitive material ¶ Secure Telephony, VTC and ¶ Secure Telephony, VTC 
and 

 



Protective 
Security Marking: 

OFFICIAL 

 

Protective 
Security Marking: 

OFFICIAL 

Page 13 of 15 

 



Protective 
Security Marking: 

OFFICIAL 

 

Protective 
Security Marking: 

OFFICIAL 

Page 14 of 15 



Protective Security 
Marking: 

OFFICIAL 

 

Protective Security 
Marking: 

OFFICIAL 

Page 15 of 15 

10. Appendix D: GSC Guidance Documents available from 
Information Security. 

10.1 Information Security can provide the following GSC guidance documents, help 
sheets and training upon request: 

¶ GSC Survival Guide 

¶ GSC Email Guide 

¶ GSC Information Decision Flow Chart 

¶ GSC Quick Reference Handling Guide 

¶ GSC Handling Instructions 

¶ GSC Transitional Measures for CONFIDENTIAL 

¶ GSC Working with legacy data 

¶ GSC Working with Official Information 

¶ GSC Handling of Police data within OFFICIAL 

10.2 To obtain copies of the above documents contact Information Security: 

¶ InformationSecurity@suffolk.pnn.police.uk 

¶ Suffolk ext. 8274 or 3815 

mailto:InformationSecurity@suffolk.pnn.police.uk

