
 

 

 

 

 

 
 
March 2018  
 
 
Freedom of Information Request Reference No: FOI 000784/18 
 
I write in connection with your request for information received by Norfolk Constabulary on the 23rd 
February 2018 in which you sought access to the following information: 
 

Q1 The number of crimes reported to your police force which fall under the Computer 
Misuse Act in each of the last 3 years (2015, 2016, 2017). 

 
Of those crimes reported the number which references the following terms in initial 
police reports: 
• "Hacking" 
• "Smart device" 
• "Connected device" 

 
Summary details on the crimes reported in i) and ii). 

 
Outcomes of those crimes reported in i) and ii).  

 
Q2 The number of crimes reported to your police force which fall under the Computer 

Misuse Act and makes reference to the following in each of the last 3 years (2015, 
2016, 2017):  

 
• "Jump box" 
• "Penetration test drop box" 
• "Drop box" 
• "Raspberry pi" 

 
Summary details on the crimes reported in i) and ii). 

 
Outcomes of those crimes reported in i) and ii).  

 
Q3 The number of crimes reported to your police force which fall under the Computer 

Misuse Act which are classified as "denial of service" attack in each of the last 3 
years (2015, 2016, 2017). 

 
Summary details on the crimes reported in i). 

 
Outcomes of those crimes reported in i). 
 

Response to your Request 
 
The response provided below is correct as of 15th March 2018. 
 
Norfolk Constabulary has located the following information as relevant to your request. 
 
 
 



Research has been undertaken of recorded crimes under the primary offence falls under the 
Computer Misuse Act.  Please see results below:- 
 
Q1 & 2  
 

Computer Misuse Act 

2015 2016 2017 

1 2 4 

 
Please see below crime details.  We have highlighted the relevant words for questions 1 and 2. 
 

Year Offence Details Outcome 

2015 
Unauthorised access to 

computer material 

Ex-Partner gained unauthorised 
access to Dropbox account of 

victim, adding phone as a linked 
device and uploading images. 

Type 15 - Named Suspect 
Identified: Victim Supports Police 
Action But Evidential Difficulties 

Prevent Further Action 

2017 
Unauthorised access to 

computer material 

Has hacked into fathers Google 
account without permission using 

Ipad. 

Type 15 - Named Suspect 
Identified: Victim Supports Police 
Action But Evidential Difficulties 

Prevent Further Action 

 
Q3  
 
Norfolk Constabulary can confirm that information is held, however, this has not been disclosed 
due to exemptions within the Act. 
 
Section 17 of the Freedom of Information Act 2000 requires that Norfolk Constabulary, when 
refusing to provide information (because the information is exempt) is to provide you, the applicant, 
with a notice ban which: 
 

(a) States that fact 
(b) Specifies the exemption(s) in question and  
(c) States (if that would not otherwise be apparent) why the exemption(s) applies. 

 
The information is exempt from disclosure by virtue of the following exemption:- 
 

 Section 31(1)(a)(b) Law Enforcement   
 
Section 31 is a qualified, prejudice based exemption and therefore I am obliged to provide 
evidence of harm and carry out a public interest test. 
 
Harm  
 
The Constabulary is charged with enforcing the law, preventing and detecting crime and protecting 
the communities we serve.  Should a disclosure be made under the Freedom of Information Act 
that would contradict that purpose, this would be a negative effect of disclosure. 
 
The disclosure of the requested information could lead individuals, who are intent on committing 
criminal activity, to identify the victims of such crimes and therefore potential weaknesses in their 
security.  This information could be used to attempt to commit further criminal activity and target 
these areas.  This would consequently undermine the Police Service’s ability to serve the public in 
preventing and detecting crime and therefore this would be harmful.    
 
 
 
 



Public Interest Test 
 
Factors favouring disclosure 
Providing the requested information would increase openness and transparency of the times of 
crimes being reported and investigated by the Constabulary and the use of public funds.  
Increased public awareness could result in more information being provided to the Constabulary to 
assist with investigations.  Increased knowledge of such crimes would assist individuals to take 
steps to help prevent themselves becoming a victim of these types of crimes. 
 
Factors favouring non-disclosure 
 
As advised in the ‘Harm’ above, providing this information could identify victims and companies 
who have been victims of cyber-attacks.  This may assist criminals in determining the effectiveness 
of detecting such attacks.  This could give an indication of victims and companies whose security 
measures are potentially vulnerable and could result in them being a target for future attacks.   
 
This would be detrimental to the effective operation of police activities and would impact on the 
Constabularies law enforcement capabilities.  This would result in an increased pressure on police 
resources and therefore financial implications.  
 
Balance Test 
 
Increased public awareness of these types of crimes is a strong factor for disclosing information.  
This would promote vigilance within the community and encourage effective participation to assist 
law enforcement.  The public could take action to reduce the likelihood of falling victim to such 
offences.    
 
Whilst there is a public interest in transparency and accountability, there is a very strong public 
interest in safeguarding information which would be useful to those involved in criminal activity and 
who plan to disrupt computer systems.  It would not be appropriate for the Constabulary to provide 
information under the Freedom of Information Act that could have an adverse effect on the 
Constabulary’s ability to prevent and detect crime and place the public at risk.  
 
Therefore at this time, it is our opinion that the balance lies in non-disclosure of the requested 
information.  
 
 
Partial Neither Confirm Nor Deny 
 
Additionally, Norfolk Constabulary can neither confirm nor deny whether any other information is 
held, relevant to your request, as the duty in section 1(1)(a) does not apply by virtue of the 
following exemptions:- 
 

 Section 24(2) National Security 

 Section 31(3) Law Enforcement 
 
Sections 24 and 31 are prejudice based qualified exemptions and there is a requirement to 
articulate the harm that would be caused in confirming or not whether any other information is held, 
as well as carrying out a public interest test. 
 
Overall Evidence of Harm 
 

Disclosure of information under the Freedom of Information Act 2000 (FOIA) is considered to be a 
release to the world, as once the information has been published on the Disclosure Log pages of 
the Constabulary’s external website, the Constabulary has no control over access to that 
information.  Whilst not questioning an applicant’s motive for requesting information, it could be of 
use to persons who are involved in criminal activity, including terrorism related offences. 



 
Although there is a call for openness and transparency, this needs to be balanced against the 
harm in disclosure of the requested information.  The Police Service has a clear responsibility to 
prevent and detect crime and disorder and to protect the communities we serve. 
 
The prevention and detection of crime is the foundation upon which policing it built and the threat 
from terrorism cannot be ignored.  It is generally recognised, in this current environment, that the 
international security landscape is increasingly complex and unpredictable.  The current UK threat 
level from international terrorism, based on intelligence, is assessed as ‘severe’ which means that 
a terrorist attack is highly likely. Please see below:- 
https://www.mi5.gov.uk/threat-levels  
 
Public Interest Test 
 
Section 24 – factors favouring confirmation or denial of whether information is held 
 
Confirming or denying whether any other information is or isn’t held would enhance public debate 
regarding the effectiveness of Norfolk Constabulary in detecting ad combatting terrorist activity, 
and international criminal activity against our National Security.  A better informed public can 
therefore take steps to protect themselves.  
 
Section 24 – factors against confirmation or denial of whether information is held 
 
Confirming or denying whether any other information is or isn’t held would render security 
measures less effective and would provide useful intelligence to individuals who are involved in 
terrorist activity.  This would lead to the compromise of ongoing or future operations to protect the 
security and infrastructure of the UK and increase the risk of harm to the public. 
 

Section 31 - factors favouring confirmation or denial of whether information is held   
By confirming or denying whether any relevant information is held, would allow the public to gain a 
greater understanding of where public funds are being spent.  The confirmation or denial that any 
information is held would also increase the public’s knowledge of the types of crimes that the 
Constabulary may be investigating.  Better public awareness may lead to more information from 
the public as they would be more observant in reporting suspicious activity. 
 

Section 31 – factors against confirmation or denial of whether information is held 
Confirming or denying whether any other information is held, would mean that law enforcement 
tactics would be compromised and this would hinder the prevention and detection of crime.  
Confirming or not whether any other information is held could give an indication of force 
capabilities. Where this information is requested from other force areas, this would give an 
indication of capabilities on a national basis. 
 

Balance Test 
 
The security of the country is of paramount importance and the Police Service will not divulge 
whether any other information is or isn’t held, if to do so, would undermine National Security and 
the law enforcement role of the Constabulary.  Whilst there is a public interest in the transparency 
of policing operations, and providing assurance that the Police Service is appropriately and 
effectively engaging with the threat posed by those involved in criminal or terrorist activity, there is 
a very strong public interest in safeguarding the integrity of police investigations and operations.   
 

As much as there is a public interest in knowing that policing activity is appropriate and balanced, 
this will only be overridden in exceptional circumstances.  
 
Therefore, at this moment in time, it is our opinion that for these reasons, the balance test for the 
confirmation or denial of whether any other information is or isn’t held, is not made out.  

https://www.mi5.gov.uk/threat-levels

